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 The NEA Working Group on Digital Instrumentation and Controls (WGDIC) has agreed that a consensus position on the impact of cyber security features on digital instrumentation and control (I&C) systems important to safety is warranted given the increased use of I&C in new reactor designs and upgrades on operating plants, the safety implications of this use, and the need to develop a common understanding from the perspective of regulatory authorities. This action follows the WGDIC’s examination of the regulatory requirements of its participating members and of relevant industry standards and International Atomic Energy Agency (IAEA) publications. The WGDIC proposes a consensus position based on its recent experience with new reactor applications and operating plant experiences.
 
 This consensus position provides evaluation guidance for ensuring that safety functions and cyber security features for digital I&C systems important to safety at nuclear power plants are designed and implemented so that they do not adversely affect one another. The guidance herein is not to be interpreted as a requirement or regulation; instead, it is intended to serve as a source of information to be used to develop clear and sufficient regulatory guidance to assess safety features and cyber security features for digital I&C systems important to safety.
 


        

        
        
        
        
          
          














	
	    
		
		
            [image: {ui.com.btn.download}]
            
                Download
            
		
		
		
		
		    
		
		    
		
		    
            
	            [image: {ui.jcmsplugin.mainplugin.lbl.actionDoc.cite}]
	            [image: {ui.jcmsplugin.mainplugin.lbl.actionDoc.cite}]
	            
	               cite this
	            
	        
	        
		
	

	
	
	
	    
	    
	        
	    

	
	    
	    
            
	    

    
        
        
            
            NEA (2022), Consensus Position on the Impact of Cyber Security Features on Digital Instrumentation and Control Systems Important to Safety at  Nuclear Power Plants [CP-08], OECD Publishing, Paris
        

	




          
          
          
        

        
        
        
        
         
        
        
         
         
  




         
        

              
      

    
    

		      
				  
        

        
          






        

      
	  
  

	       
	        
           
		      
			
	      
          
	          
	      
	      
	      








  
    
		
	      
          
	          
	      
	      
	      








  
    



  
  
    
      
        
          Stay informed
        

        
          Receive monthly updates on NEA work, activities and newly released reports.
        

      

      
        
          
            [image: ]
          

          
        

         SUBSCRIBE 
      

    

    
      
        
          Follow us
        

        
          Follow the NEA on Twitter, LinkedIn, Facebook and YouTube.
        

      

      
        
          [image: ]
        
        
          [image: ]
        
        
          [image: ]
        
        
          [image: ]
        
      

    

  





  


	       
	        
           

		      
			
	      
          
	          
	      
	      
	      








  
    







  
  


		
			





	
		[image: ]
	

	
		VACANCIES

	



		
  
		
			





	
		[image: ]
	

	
		CONTACT AND PRACTICAL INFORMATION

	



		
  
		
			





	
		[image: ]
	

	
		DATA BANK

	



		
  
		
			





	
		[image: ]
	

	
		TRAIN WITH THE NEA

	



		
  





  


	       
	        
           

		      
			
	      
          
	          
	      
	      
	      








  
    





  
  
    
      
          
          
            ABOUT US
            
              
            

          

          
            
	            
	                
	                  History and statute
	                

	            
	                
	                  Who we are
	                

	            
	                
	                  What we do
	                

	            
	                
	                  How we work
	                

	            
	                
	                  Founding documents
	                

	            
	                
	                  Privacy
	                

	            
	                
	                  Terms
	                

	            
            

          
        

      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
          
          
            TOPICS
            
              
            

          

          
            
	            
	                
	                  Nuclear safety research
	                

	            
	                
	                  Nuclear safety regulation
	                

	            
	                
	                  Human aspects of nuclear safety
	                

	            
	                
	                  Radiological protection
	                

	            
	                
	                  Radioactive waste management
	                

	            
	                
	                  Decommissioning and legacy management
	                

	            
	                
	                  Nuclear science
	                

	            
	                
	                  Nuclear technology
	                

	            
	                
	                  Nuclear economics
	                

	            
	                
	                  Nuclear law
	                

	            
            

          
        

      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
    
      
          
          
            NEWS AND RESOURCES
            
              
            

          

          
            
	            
	                
	                  News and events
	                

	            
	                
	                  Publications and reports
	                

	            
	                
	                  Projects
	                

	            
	                
	                  Co-sponsored events
	                

	            
            

          
        

      
    
      
    
      
    
      
    
      
    
      
          
          
            LEARNING AND TOOLS
            
              
            

          

          
            
	            
	                
	                  Train with the NEA
	                

	            
	                
	                  Databases, programs and tools
	                

	            
	                
	                  Learn online
	                

	            
            

          
        

      
    
      
    
      
    
      
    
      
          
          
            NEA-SERVICED BODIES
            
              
            

          

          
            
	            
	                
	                  Generation IV International Forum (GIF)
	                

	            
	                
	                  International Framework for Nuclear Energy Cooperation (IFNEC)
	                

	            
	                
	                  Multinational Design Evaluation Programme (MDEP)
	                

	            
            

          
        

      
    
      
    
      
    
      
    
  

  
    
  	  Copyright © 2024 OECD. All rights reserved.
  	

    
        Privacy
    

    
        Terms
    

    
  	   TOP
  	

  





  

  


	       
	        
           

		      
			
			

  


	       
	        
           

		      
			
			
  

    
  

	  
	
  
  
  
  

  
		
		
  







	[image: en] English




  
  
  
  
  
  
  
  
  
  
  







Dah7sykXrPYmk3Mp


  
    [image: ]
  


  
